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To the members of the Review Group on Intelligence and Communications Technologies:

The Review Group has solicited public comment on how the United States, in light of
advancements in communications technologies, can employ its technical collection capabilities in a
manner that optimally protects our national security and advances our foreign policy while
respecting our commitment to privacy and civil liberties, recognizing our need to maintain the public
trust, and reducing the risk of unauthorized disclosure. We welcome the establishment of the
Review Group and appreciate the opportunity to provide input.

Our specific concerns and recommendations, set forth below, stem from a more general
concern about a recent trend in intelligence collection. Since 9/11, there has been a steady erosion
of the principle that law enforcement and intelligence agencies may not collect information on a U.S.
person unless they have some individualized, fact-based suspicion that the person is involved in
criminal activity or is connected to an agent of a foreign power. This principle was enshrined in
various laws and policies that were put in place in the 1970s to stem widespread intelligence abuses.
Today, across a range of legal authorities — including the Foreign Intelligence Surveillance Act
(FISA), Section 215 of the USA PATRIOT Act, National Security Letters (NSLs), the Attorney
General’s Guidelines for Domestic FBI Investigations, and the Department of Homeland Security’s
electronic border search policy — the level of suspicion required before the government may collect
Americans’ information has been lowered, in some cases to zero.

This erosion is extremely significant. History suggests that the requirement of individualized
suspicion is a critical bulwark against both political and petty abuses of surveillance powers. It also
provides the best safeguard against racial, ethnic, and religious profiling, as officials who are not
guided by objective criteria are more likely to fall back on conscious or subconscious prejudices.
There is no evidence that this requirement has undermined our national security. The 9/11
Commission found fault with many government practices, but it did not conclude that the
government should collect more information about Americans with less basis for suspicion. Nor has
the administration made a convincing public demonstration that the broader authorities currently in
use have been more effective than a more targeted approach would be. To the contrary, many
officials have publicly stated that an excess of data has occasionally resulted in real threats getting
lost in the noise.'

With this background in mind, we turn to specific concerns and recommendations regarding
surveillance activities.
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The Need for a Reevaluation
Concern

Current surveillance authorities are contained in a patchwork of statutes, executive orders,
directives, and guidelines enacted at different times in our nation’s history. Some of these, such as
the Electronic Communications Privacy Act (ECPA), are badly outdated and cannot stand up to the
enormous changes in technology that have taken place. Others, such as the Patriot Act, were passed
as emergency-response measures; they contained sunsets, reflecting Congress’s intent that they be
revisited when the crisis had receded, yet they are treated by most lawmakers as presumptively
permanent. There is a critical need for a more cohesive and sustainable legal framework for
surveillance — one that recognizes that new technologies present not only new opportunities for
collection, but new risks of abuse as well.

By establishing this Review Group, President Obama has signaled that he recognizes the
need for a broad rethinking. But the time frame and resources that have been allocated to the task
are insufficient. While the Review Group can and should recommend action on the immediate issues
that have been raised by recent disclosures (i.e., bulk collection of telephony metadata under Section
215 and the implementation of Section 702 of the FISA Amendments Act (FAA)), significantly
more time is needed for the Review Group to go beyond these immediate concerns and address
surveillance in a thorough, holistic manner.

Recommendation

* The Review Group should recommend that the President extend the time frame for the
Group’s work and provide sufficient staff and other resources to conduct a comprehensive
review of the United States’ legal framework for surveillance. Alternatively, the Review
Group should recommend that another appropriate body (whether an existing one or a new
one constituted for this purpose) be tasked with this undertaking.

Bulk Collection of Americans’ Call Records
Concerns

In approving the collection of all Americans’ telephony metadata, the Foreign Intelligence
Surveillance Court (FISC) appears to have substantially expanded the meaning of the word
“relevant” in the statute.” In its August 2013 decision on this matter, the FISC gave great weight to
the fact that the “relevance” standard is looser under Section 215 than it is under ECPA.” But since
there is no evidence that bulk collection of Americans’ metadata has ever been approved under
ECPA, the significance of this point is unclear. Moreover, the administration’s white paper on bulk
collection of phone records, dated August 9, 2013, concedes that the case law on which the
government relies “doe[s] #of demonstrate that bulk collection of the type at issue here would
routinely be permitted” in a criminal investigation.* This admission seemingly places the
government’s interpretation at odds with Section 215’s provision limiting production orders to those
that could be obtained with a grand jury subpoena or other court order.’
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In addition, we believe this bulk collection implicates important Fourth Amendment
interests. In the context of location monitoring, Justice Sotomayor recognized in her concurrence in
U.S. v. Jones that:

GPS monitoring generates a precise, comprehensive record of a person’s public movements
that reflects a wealth of detail about her familial, political, professional, religious, and sexual
associations. ... The Government can store such records and efficiently mine them for
information years into the future.

Awareness that the Government may be watching chills associational and expressive
freedoms. And the Government’s unrestrained power to assemble data that reveal private
aspects of identity is susceptible to abuse.’

Likewise, records capturing every time a person makes a phone call, the recipient of the call,
and the length of the call may also “reflect[] a wealth of detail about her familial, political,
professional, religious, and sexual associations.” As scholars and technologists are increasingly
recognizing, this metadata may even be more revealing than the content of a phone call or email.”
The ability of sophisticated computer algorithms to derive detailed personal information from large
electronic accumulations of metadata raises the privacy stakes far higher than they were in 1979,
when the Supreme Court held that a criminal defendant had no privacy interest in his call records.’
And while the FISC’s order permits the government to access the compiled information only under
strictly limited circumstances, the maintenance of this volume of sensitive data may “chill]
associational and expressive freedoms” and is certainly “susceptible to abuse.”

In addition, bulk collection of Americans’ metadata plainly is not designed to “minimize” the
retention of information about U.S. persons. The Patriot Act imposes such a requirement on the
FBI;” in this case, however, the information is retained by the NSA. Department of Defense
regulation 5240.1-R imposes even stricter limitations on NSA’s collection of information about U.S.
persons,'’ but NSA has interpreted these limitations to apply at the point of “processing,” not
collection.'’ Nonetheless, the bulk collection program certainly violates the spirit, if not the letter, of
those rules. The program also violates Executive Order 12,333’s requirement that the NSA use the
“least intrusive collection technique feasible” where Americans are concerned,'” as well as a similar
requirement imposed on the FBI by the Attorney General’s Guidelines for Domestic FBI
Operations."

The NSA is in principle permitted to “query” metadata only when it has an “identifier” — for
instance, a telephone number — for which there is a “reasonable, articulable suspicion” (RAS) that it
is “associated with a particular foreign terrorist organization.”'* As a legal matter, however, section
215 requires relevance to be established at the time of collection, not at the time of review. And as a
practical matter, this requirement does not provide as significant a limitation as it may appear. For
one thing, while the administration has emphasized the fact that only 300 identifiers were used to
query the data during 2012, it has also acknowledged that it can obtain additional phone numbers
that are up to three “hops” out from the original number' — a practice that could give the NSA
access to the phone records of millions of Americans. '’

Even more fundamentally, the system relies on the NSA’s responsible adherence to the
querying limitations, as the NSA need not go back to the FISC before running a query. As shown by
recently disclosed FISC opinions, the Court discovered in 2009 that, “[c]ontrary to the government’s
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repeated assurances, NSA had been routinely running queries of the [telephone| metadata using
querying terms that did not meet the required standard for querying.”'” The Court concluded that
the querying limitations had been “so frequently and systematically violated that it can fairly be said
that this critical element of the overall . . . regime has never functioned effectively.”"® In particular,
the NSA had used two methods of querying data — an “alert list,” and another method that was
redacted from the Court’s opinion — that did not involve vetting the identifiers to ensure that the
RAS standard was met. Moreover, on multiple occasions, NSA officials falsely informed the Court
that a determination of RAS had been made for all querying terms on the “alert list.”"” Inadvertent
as these violations may have been, they underscore the fact that post-collection limitations on access
can be exceedingly difficult to implement and enforce.

Recommendations

* Congress should amend Section 215 to prohibit bulk collection of “tangible things.” The
prohibition should not be limited to phone records, but should extend to any records that
the government may obtain in bulk.

* More specifically, Congress should amend Section 215 to require that the government
provide “specific and articulable facts” demonstrating that the tangible thing sought is
“relevant and material” to an authorized investigation, azd that it pertains to a foreign power
or agent of a foreign power (AFP), a person in communication with an AFP, or an AFP’s
activities.

* Congress should ensure that bulk collection does not merely shift to another legal authority
by similarly amending the provisions governing National Security Letters and pen registers.

* If bulk collection continues, Congress should amend section 215 to codify the “reasonable
articulable suspicion” standard for querying any records collected in bulk, and to require pre-
approval from the FISC for each query. Congress also should consider prohibiting or
limiting successive “hops,” or, at a minimum, requiring pre-authorization from the FISC.

Programmatic Surveillance

Section 702 of the Foreign Intelligence Surveillance Act, which is part of the FISA
Amendments Act (FAA) of 2008, allows for programmatic rather than individualized surveillance.
The statute requires that the target of the surveillance be a non-U.S. person located outside of the
United States, and prohibits so-called “reverse targeting.” Nevertheless, the law contemplates a
significant amount of “incidental” collection of U.S. person information in the form of Americans’
international communications with, or about, a target. As we have recently learned, there also is
“incidental” collection in the form of wholly domestic communications included in “multi-
communication transactions” (MCTs) obtained via “upstream” collection.”

There also appears to be a significant amount of “inadvertent” collection — i.e., instances in
which targeting procedures fail to limit collection to permissible targets. For instance, recent
disclosures suggest that the content of communications can be collected as long as there is 51%
certainty that the person is foreign, giving just slightly better than even odds.” In addition, the
NSA’s targeting procedures, leaked by Edward Snowden, provide that “[i]n the absence of specific
information regarding whether a target is a U.S. person, a person . . . whose location is not known
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will be presumed to be a non-United States person.””” Both revelations suggest that the program
tolerates a high degree of error in the targeting process — contrary to the FAA’s requirement that the
target must be “reasonably believed” to be a non-U.S. person located overseas.

The minimization process should in theory mitigate the extensive collection of Americans’
communications. In fact, the leaked minimization procedures indicate that even communications
containing no foreign intelligence value may be kept for up to five years, if they are difficult to
segregate from other, appropriately gathered communications.” They also may be shared if they
contain any evidence of criminal activity.” Given the extent of “incidental” and “inadvertent”
collection, this sharing authority creates a sizeable loophole in the individualized warrant
requirement imposed by the Fourth Amendment in criminal investigations.

A particular concern is the revelation that the NSA obtained authorization in 2011 to
conduct “back door searches” by running search terms that relate to U.S. persons.” This authority
cannot be reconciled with the FAA’s targeting and minimization requirements. If U.S. persons
cannot be targeted at the point of collection, there can be no valid justification for targeting them
post-collection. Likewise, running searches for specific U.S. persons is wholly inconsistent with
minimizing the collection and retention of their information.

The constitutionality of the systemic collection of Americans’ communications that takes
place under Section 702 relies heavily on the notion that there is a “foreign intelligence” exception to
the Fourth Amendment’s warrant requirement. The Supreme Court has not definitively resolved
whether such an exception exists. If it does exist (as some lower courts have found™), it surely does
not extend to all information that “relates to . . . the conduct of the foreign affairs of the United
States,” as the FAA’s definition of “foreign intelligence” would suggest. An e-mail from an
American citizen to a friend in London discussing whether the United States should seek
congtressional authorization for a military strike in Syria should receive Fourth Amendment
protection.

Nor does the Fourth Amendment contemplate the warrantless acquisition of Americans’
international communications in cases where the primary purpose is something ozher than obtaining
foreign intelligence. The Patriot Act amended FISA to allow collection of foreign intelligence to be
only a “significant purpose,” not the “primary purpose,” of FISA surveillance. Under this regime, as
several senators noted at the time, the primary purpose of FISA surveillance may be to gather
evidence for criminal prosecution, as long as an additional purpose is the collection of foreign
intelligence.”’

Finally, the NSA interprets the FAA’s targeting requirement to permit not only
communications 7o or from a particular target, but also communications about a patticular target.”® The
NSA has not publicly put forward its justification for this approach, which plainly invites
overcollection. For instance, while the NSA has an obvious interest in acquiring all communications
to or from Bashar al-Assad, collecting any communications that merely mention Assad —a person
who is a frequent topic of conversation, given current events — will result in a deluge of international
communications in which the NSA has no legitimate interest.
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Recommendations

* Congress should amend FISA to restore the requirement that the government obtain an
individualized order from the FISC, based on a showing of probable cause that the target is
an agent of a foreign power, in order to collect any communications to which a U.S. person
is a party.

* If programmatic surveillance continues:

o Congress should require that foreign intelligence be the “primary purpose” of the
surveillance.

o Congress should narrow the definition of foreign intelligence information. One
option is to retain the part of the definition contained in 50 U.S.C. § 1801(e)(1) but
omit the far broader language contained in 50 U.S.C. § 1801(e)(2).

o Congress should specify that the “target” of collection is the person or persons (in
the case of an organization or other entity) sending or receiving the communication.

o Targeting procedures should require a higher level of certainty that the target is a
non-U.S. person located overseas.

o Targeting procedures should not permit the government to assume someone is a
non-U.S. person located overseas when it has no information about the person’s
nationality or location.

o Minimization procedures should not permit the sharing of U.S. person information
containing evidence of a crime unless there is a serious threat of bodily injury or a
similarly grave consequence. Such information, if shared, must clearly be marked as
being derived from Section 702.

o Minimization procedures should prohibit warrantless “back door searches” for U.S.
person information.

Transparency, Oversight, and Accountability

As many observers have noted, the blanket secrecy that until recently surrounded these
surveillance programs raises serious concerns. Surveillance practices that significantly affect
Americans must be subject to public debate and democratic deliberation. The government should be
required to disclose at least the broad contours of such programs. It is theoretically possible that
these programs — or, for that matter, any program operated by any intelligence or law enforcement
agency — would be more effective if conducted entirely in secret. But this would deprive Americans
of a meaningful say in how and when their government may collects their own information, and that
result would be contrary to basic democratic and constitutional values.

The wholesale classification and withholding of FISC opinions, OLC opinions, and other
legal authorities is particularly troublesome. These opinions are part of the “common law” of FISA
and the Patriot Act. Without them, the public has an incomplete understanding of the legal bounds
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within which the government may operate. Indeed, given the FISC’s counterintuitive interpretation
of Section 215, the public almost certainly believed the law governing business records to be
something quite different. This dynamic is poisonous to self-government.

The ex parte nature of the FISC’s proceedings is likewise cause for concern. As Judge
Robertson, who formerly served on the FISC, observed in his recent testimony to the PCLOB, “a
judge needs to hear both sides of a case before deciding.”” In Judge Robertson’s words, “judging is
choosing between adversaries,” and “what the FISA process does is not adjudication, it is
approval.”’ The absence of an adversarial element undermines the Court’s status as an Article 111
court, its public legitimacy, and its ability to fairly adjudicate complicated legal issues. (We note that
the Brennan Center is undertaking an intensive study of the FISC and expects to release a paper that
articulates specific recommendations for reform, which may go beyond those included below.)

We also note that there is a significant oversight gap, inasmuch as both programmatic
collection under Section 702 and bulk metadata collection under Section 215 remove the FISC from
its traditional role of case-by-case review. The result is a heavy reliance on self-policing by NSA,
across many fronts: developing “selectors” that effectively target non-U.S. persons located overseas;
faithfully interpreting and applying the requirement that a significant purpose of section 702
collection be foreign intelligence; refraining from querying metadata in the absence of reasonable
articulable suspicion; executing minimization procedures; etc. The Chief Judge of the FISC has
indeed noted that the Court cannot possibly oversee the NSA’s compliance with its orders, and it
relies on the NSA to provide accurate information to the Court’'— an area where the NSA has
frequently fallen short, accordingly to recently disclosed FISC opinions.”

Finally, we are troubled that the Obama administration has repeatedly tried to thwart
challenges to the surveillance statutes. In Clapper v. Ammnesty International, for instance, the government
relied on the secrecy surrounding the practical application of Section 702 to assert that plaintiffs
could not demonstrate an objectively reasonable likelihood of surveillance under the statute. The
Supreme Court agreed with the government, but observed that section 702 could be challenged in
the course of a criminal prosecution, because the statute requires that the government “provide
advance notice of its intent” to use information derived from Section 702 in a ctiminal case.” In
practice, however, it appears that the government has failed to provide the required notice to
criminal defendants who were subject to electronic surveillance under Section 702.”* This practice
deprives the federal courts of their jurisdiction to determine the constitutionality of the
government’s surveillance programs.

Recommendations

* Congress should establish an independent ombudsman who will appear in FISC proceedings
that involve significant legal questions and who will represent the interests of Americans
whose information the government will be or may be collecting. The ombudsman must have
access to all materials in the government’s possession relevant to the issue being decided and
must also have sufficient resources and staff.

* Congress should require the government, in consultation with the proposed ombudsman, to
develop redacted versions or summaries of FISC opinions containing significant legal
interpretations or findings of governmental non-compliance.
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* Congress should enact legislation requiring the Justice Department to disclose (in redacted
or summarized form, where necessary) any legal opinions regarding the scope of the
government’s surveillance authorities.

* The Justice Department should cease its aggressive attempts to prevent the legality of the
government’s surveillance practices from being adjudicated on the merits in court. In
criminal prosecutions, the Justice Department should be required to disclose the fact that it
received section 702-derived information, regardless of whether that information is
introduced as evidence.

General
Concerns

As noted out the outset of these comments, we are concerned about the erosion of the
requirement that individualized suspicion must be present before law enforcement or intelligence
agencies may collect information of or about Americans. This requirement, as contained in a variety
of laws and policies, was the key to ending the intelligence abuses of the early Cold War, and
weakening the requirement risks an eventual recurrence of such abuses even if they have not yet
surfaced. Moreover, there is scant public evidence that information collection in the absence of
individualized suspicion is an effective counterterrorism technique, and there is substantial anecdotal
evidence that the resulting accumulation of data has hindered timely and effective analysis.

Recommendation

* As the Review Group examines the United States’ surveillance framework, it should do so
with the following principle in mind: law enforcement and intelligence agencies should not
collect information of or about Americans unless they have individualized, fact-based reason
to suspect criminal activity or a connection to an AFP.

%k

We thank you again for your work on these issues and for giving us an opportunity to
contribute our thoughts and recommendations. Please do not hesitate to call on us if we can be of
assistance as you move forward.

Respectfully submitted,

The Liberty and National Security Program
Brennan Center for Justice
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